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Summary

The purpose of this document is to provide step-by-step instructions on how to get remote
access to the Hosted School Service.

The service is accessed from a Web browser such as Internet Explorer or Firefox Access to
the service is a two-factor authentication process.

The first part is to login using your Username and Password and the second is Cryptocard
authentication. Cryptocard authentication is a combination of a personal PIN number and a
unique number generated by the Cryptocard token, a small device that is allocated to an
individual.

These instructions will only work if you have a valid username and password and have been
issued with a Cryptocard token.

In order for the solution to work, a small piece of software, the Citrix client, will be
downloaded and installed on to the PC that you use to connect to the service.
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Logging on to your centrally hosted services with a Cryptocard

token.

First you will need to ensure you have the necessary software installed on your home

computer. (Your Staff Laptop will already have this software installed).

Software installation for Windows.

Important note: Do not install the Citrix client on a teachet’s laptop, they have already
been configured. Installing Citrix on staff laptops as outlined below will stop your laptop
working properly in school. If you wish to log in remotely using a staff laptop go straight to

the section Connecting to the Remote Access web page on page 8.

Go to: http:/ /www.citrix.com/English/ss/downloads/

1. Click to select product.

*
ciTRIX' > a1

Products & Solutions Downloads Buy
I Downloads
Trial Software

Find Downloads

Work the way you want to

"Try Podio free |» |

Featured Most Downloaded Recently Added

< VDI-in-a-Box ¢ Citrix Receiver & < ShareFile Sync for Mac 1.1

¢ XenServer © XenApp © Access Gateway Plug-in for

© NetScaler ADC © GotoMeeting Windows - Version v10.0-70.7
¢ XenDesktop < Podio & < Receiver for Chromebook 1.1.1

NEW!
< Receiver for HTML5 1.0

< Access Gateway Plug-in for
Windows - Version v9.3-58.5

2. Select Citrix Receiver then Download type Receiver Easy Install then click Find

Select Product |Z| Gitrix Receiver |Z|
Select Product Select Download Type =
AppDMNA Select Download Type

Citrix Receiver Receiver Easy Install
Receivers by Platform

CInudGatewayr Additional client software

CloudPlatform Legacy client software

Find Downloads

Citrix Receiver |Z|

Find
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3. Click Detect my device and install Receiver.

CiTRIX'

Products & Solutions Downloads Buy Support

Downloads Citrix Receiver

N Receiver Easy Ins

i = Receiver for All Fjatforms (1)
Find Downloads -

| Gitrix Receiver E| Jul 312012

| Receiver Easy Install E|

Find

Detect my device and install Receiver

4. At the Citrix Receiver screen click Download Receiver for <operating system>

The <operating system> in this case is Windows

CiTRIX

@ Citrix Receiver

A 4

Download Receiver for Windows

View other devices

5. At the Citrix License Agreement screen click Agree then Continue

Citrix License Agreement

Use of this Citrix Receiver is subject to the Citrix license covering the specific edition of
the Citrix product with which you will be using this component. Your use of this
component is limited to use on the devices for which it was created for connection to
the Citrix product(s). If your device is connected to the Internet, Citrix Receiver may,
without additional notice, check for Citrix Receiver updates that are available for
download and installation to your device and let you know of their availability. Only non-
perseonal identifiable information is transmitted when this happens, except to the extent
that IP Addresses may be considered personally identifiable in some jurisdictions. The
use of such information, including your IP Address is govemned by the Citrix Privacy
Policy available on www citrix. com. Updates will not be downloaded or installed
without your consent.

] »

m

Certain third-party software may be provided with this component that is subject to
separate license conditions. The licenses are located in the third-party licenses file
accompanying this compeonent or in the corresponding license files available at
www._citrix_com.

Citrix, Citrix Receiver is a trademark and/or registered trademark of Citrix Systems, is

agree to the terms of the Citrix License Agreement <

Continue <t

Access your agps, data and desktops from any device.

© 2013 Hampshire IT, Hampshire County Council
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6. TFollow the on screen instructions clicking on Run

Downloading Citrix Recgjver

Security Warning Lﬂa User Account Control L@ Use\Account Control Lﬂa

Qjtrix Receiver

53 i 7
Do you want to run or save this file? D\ you trust this account?

1. Install 2. Allow access 3. Setup

Click Run to install Receiver. Click Yes to allow User Account Changes Follow the stepd to set up Receiver and get your
apps, data and

Learn more about Citrix Receiver »

Do you want to run or save Citri 3 exe (42.9 MB) fi PR P

7. At the welcome screen click Install and wait until the installation completes
rm Citrix Receiver M‘ m Citrix Receiver u
Installing a
Please wait while Citrix Receiver i installed... .

Welcome to Citrix R¢ceiver Setup

Click Install to install Citrix Recgiver on your N
computer, |

| CitrixReceiver o

%) Do youwantto allow the following program to make
N changes to this computer?

B Program name:  CitrixOnlinePluginWeb
! Venfied publisher: Citrix Systems, Inc.
File ongin: Downloaded from the Internet

() Show details N
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8. Then Run again to complete the installation.

Internet Explorer - Security Waming- u

Do you want to run this software?

Iﬂ Name: CitrixOnlinePluginWeb
I Publisher: Citrix Systems, Inc.

E] Mare pptions Run ] i Don't Run ]

|@ While files fram the Internet can be useful, this file type can potentially harm

your computer, Only run software from publishers you trust, What's the risk?

9. The install dialog box will close when the installation is complete.
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Connecting to the Remote Access web page
Open your internet browser and enter the following address in the address bar:
https:/ /passport.hants.gov.uk/education

You will be presented with the Hosted School Service landing page.

% Hantsnet - Citrix n
2 Hosted School § crovoft Internet Explorer
| Fils Edt View Favoites Tools Help

| & Back - @ - [« [@) o[ S Seash Foiders ' Favorites %) | - & e XL T a%- i

| Address [£] rtps #/passport harts gov. uk/dana nadauth/ul_52/welcome ci

Username
Password

Sign In

Please remember: This system is for authorised users only, Its use is subject to the Data Protection and
Computer Misuse Acts and acceptance of the corporate Acceptable Use Palicy

RRNNNINIINNNNNNNNRNNNIIIERY

Enter your Username and Password and click Sign In.

This username and password will have been issued to you by your school. If you do not have a
username or password, please contact your schools SIMS administrator.

At this point you may be prompted to run an add on, see screen below. Select Run Add-on on
All Websites (if they are on a home PC they may need to disable pop-up blockers as this will
stop that add-on from running).

/€ BlackShield Authenticati

IS + 21 rtoss/passporrants govsk Danaifo ahtsClagisitayrOnSAAUZHYLSS

File Edit View Favorites Tools Help

i Favorites 55 ] All Printers on 4012printer... & Facebook (facebook) on T...

(@ BlackShield Authentication Form

(@) The previous webpage might require the following add-on: Citrix Systems, Inc' from ‘Citrix Svstems In he
[ Run Add-on
Run Add-on on All Websites

What's the Risk?

Information Bar Help

Authorised Access Only
Please enter your PIN & CRYPTOCard passcode to login

Please respond to the challenge:

m

Username:

PIN & Passcode:

@ Done @ Intemet | Protected Mode: On % v R100% v

11:46
01/10/2010

EN .00
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Prompt to install Host Checker - click Always.

’(-\e & https:// hants. fauth/url_52/welcom 77~ & | &) 4| x | £ 8ing P~

File Edit View Favorites Tools Help
Y Favorites | 5k (@ Suggested Sites v ] Web Slice Gallery v

@ PleaseWait [ - v [ @ v Pagev Sefetyv Teolsv @v
= Hampshire]
County Council

Loading Components...
Please wait. This may take several minutes.

@ Host Checker

If an error prevents a component from loading properly, you can click here to continue. Not all functionality may be available.

Setup Control - Warning ===

Do you wart to dowrload, instal, and/or execue software from the
following server?

Product Name: Host Checker
Software Name: dsHostCheckerSetup.exe

Server Name: passport.hants.gov.uk

Aways Yo |[Fe

Done @ Intemet | Protected Mode: On v R10% v
: 09:43
01/10/2010

A WD)

Changing Cryptocard PIN (connecting for the first time)

When connecting for the first time, you will be asked to change the default PIN of the
Cryptocard device. The default PIN is 8520.

You will be presented with an Authorised Access Only screen, see picture below. Your
Username will be prefilled from the previous screen and you will be prompted to enter a PIN
and Passcode.

Authorised Access Only
Please enter your PIN & CRYPTOCard passcode to login

Please respond to the challenge:

sername: I
PIN & Passcode: ||
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Press your token to generate a Passcode. In the PIN and Passcode box, enter the default
PIN, which is set to 8520 followed by the Passcode you have just generated

Note: there is no space between the PIN and the Passcode.

In this example you would need to enter 8520555060 in to the Passcode field, where 8520 is
your default PIN and 555060 is your Passcode generated from the token.

NB: When you connect for the first time, you will be asked to change your PIN number and
will be presented with the screen below.

Changing the default PIN to your unjque one (occurs on first use only)
Important note: When you connect for the first time, the system will confirm that the

default password 8520 has expired and ydu will need to identify your unique PIN number
using the screen below. The Username may be prefilled.

Authorised Access Only x
Fleaze enter vour FIMN & CEYPTOCard passcode to login

Tour PIM has expired. Please enter a news PIM.

sernamea: |
This refers to the
default 8520 pin =TT F: |

Log On |

Enter a new PIN number. Choose something that you will remember, but not your school’s
DfE (previously known as DCSF) number. Click Log On

When you enter your new PIN, you will be taken to the Hosted School Service page.

From here click on the icons required, My Computer provides access to your files.
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(@ Citrix XenApp - Applications £ v B v 1 @ v Pagev Safetyv Toosv @~

CiTRIX

Applications Messages @

Logged on as: teacher2 Log Off | Reconnect| Disconnect

Applications \
A @ ) @ @ A S

2D Design Macromedia Macromedia Macromedia Flash Macromedia Microsoft Access Microsoft Excel
Drea r MX Fireworks MX 2004 MX 2004 FreeHand MXa

[ Refresh

i

= 3
Microsoft Microsoft Word My Computer Sketch Up
PowerPoint 2010 2010

Change Password | Problem Connecting?

@ Intemet | Protected Mode: On v ®100% v

For information only - do not follow. In the messages tab a system information note will
appear suggesting that the website is added to your browser's Trusted Sites Zone. Do not
follow this process otherwise you will not gain access to the Hosted Schools Remote
Access solution.

fE Citrix XenApp - Messages - Windows

File Edit View Favorites Tools Help

S Favorites | ol (@ Suggested Sites v @] Web Slice Gallery v

(@ Citrix XenApp - Messages £~ B ~ ) & - Pagev Safety~ Took~ @~

Logged on as: teacher2 Log Off | Reconnect | Disconnect

Showing 1 message(s)

@ Information

To make it easier to access your resources in future, add this Web site to the Trusted sites zone.

Done. € Internet | Protected Mode: On v |100% -
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Main screen section

Single click on app - if first time logon the juniper citrix services client will automatically install.
Depending on broadband speed it could take a few minutes to install and launch the
application. On subsequent logons to the hosted schools service application launch time will
reduce as the pre-required software has already been installed on your PC.

¢ Favorites | 5k (@ Suggested Sites v @] Web Slice Gallery v

(@ Citrix XenApp - Applications

Applications Mes
Logged on as: teacher2 Log Off | Reconnect| Disconnect

[Ropications > Setup: Juniper Citrix
)
Downloading Juniper Ciix Services Client. Please wait r—

Dowrloading 360448 of 333217, E X

20 Design Macromedia HEEEEEEENCEEEEEENYEREEE rosoft Access Microsoft Excel
Dreamweaver MX 2010 2010
2008 Cancel

) wl

- w=al

Microsoft Microsoft Word My Computer Sketch Up
PowerPoint 2010 2010

Change Password | Problem Connecting?

k/Citrix/Education/site/, Danalnfo= 113Jsm077Px6C @ Internet | Protected Mode: On

-

oy e 09:54
% B 130 000

Select Always and you will continue to the main screen.

Setup Cantral - Warning - I.él

Do you want to download. install, and/or execute software from the
following server?

Product Name: Juniper Citrix Services Client
Software Name: neoCitrixServSetup.exe

Server Name: passport.hants.gov.uk

Aways Yes

Click OK to accept the acceptable use policy
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analnfo=. TTPXSCTD6+defa

o Favorites | 5 @ Suggested Sites = ] Web Slice Gallery ~

/€ Citrix XenApp - Applications
‘Sessiun [’}
29:46:38

A
1
ciTRIX et B e e Py

Applications

bg Off | Reconnect | Disconnect
Applications -
[ Refresh

2D Design Microsoft Excel

[P

A/ Windows Server-2u
Enterprise
va | Probicm

01/10/2010

App general info - if you want to open a file that is stored on your staff laptop/home PC, the
first time you navigate to the local drive you will be prompted with a file security warning.
Ensure you select YES and select Do not ask me again for this site.

@' = |= Documentl - Microsoft Word = & E2
Home Insert Page Layout References Mailings Review View & 9

0 ceterioay i v A &7 | Aav | B M (Al =iz
N s

Pastej B J U -~zahe x. x° L. ) W]

A
AN AaBbCcDe | AaBbCcDe AaBbCi | % #
nNarmal | 70 Spaci.. Headingl | Change | Editing

Styles ~ T
X
Clipboard = m _I Styles Fl
-
kt“\) |_] + Libraries v Documents » ml Search Documents @
-
Organize v  Mew folder ~ i @ ]
Pict: - .
£ Pictres 2l pocuments library ranaebu Foldar -
B Videos Includes: 2 locations 98 byt
=8 Computer MName = Date modified | Type
# L} CD Drive (D3 . LabVIEW Data 23/08/201013:52 File folder =
By Local Disk (Q:) U My Music 20/08/2010 01:42 File folder
B Student Resource £| My Pictures 20/08/2010 01:42 File folder
[ Teacher Resourct B My Videos 20/08/2010 01:42 File folder
Bl&z? Departments Sha | SMART Notebook 23/08/20101353  File folder
L‘!f SMART Technologies 23/08/2010 13:52 File folder =
@
By Local Disk (C: on . -
Bl Local Disk (Q: on File Security - Citrix online plug-in
S LI 4 I @ ?;rigﬁtt:rapplication iz trying to access files on your
File name: I
Do you want to give permission to do this?
"] Read filgg only. Mo changes to files alowed
]
o hot ask. me again for this site.
L -
E
o
3
Page:1of1 | Words:0 | English (UK} | IEEE = L +

01/10/2010
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Logoff and exit

When you have completed work, remember to logoff by closing all applications.

£ | https://passport.hants.gov.uk: = v 9 |¢', X [l 5 Bing /1
File Edit View Favorites Tools Help =
¢ Favorites | 5% (@ Sug tes v @] W
& Citrix XenApp - Applications ) v B v = M v Pagev Safetyv Toolsv @~

Applications Messages &‘

Logged on as: teacher2 @ Recanne:tl Disconnect
Applicatiol -

c4 9 ) @ ) A =

2D Design Macromedia Macromedia Macromedia Flash Macromedia Microsoft Access Microsoft Excel
Dreamweaver MX Fireworks MX 2004 MX 2004 FreeHand MXa 2010 2010
2004

[P (W = 4

Microsoft Microsoft Word My Computer Sketch Up
PowerPoint 2010 2010

1@ Refresh

Change Password | Problem Connecting?

€ Internet | Protected Mode: On fa v ®|100%
) 10:
01/10/2014

Finally, close the session fully by clicking on the brown door in the top right of the screen

File Edit View Favorites Tools Help

¢ Favorites | 55 @ Sug Sites v @] W e Gallery v

(@ Citrix XenApp - Logged Off f v B ~ I @ v Pagev Safety~ Toolsv @~ ~

Logged Off

You have successfully logged off from the Web site.

Click here to return to the Logon screen

Done € Internet | Protected Mode: On fa v ®R10% -
A -- = 02 ||
Sl % |A= . Bz k :
- G S = B @ A0 o000 |
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Problems encountered when supporting HSS remote working &
resolutions

Start by checking that IE is configured correctly

IE settings

Tools — Internet Options

General Delete Temporary Internet files
tab

e Trusted Sites — Sites — Remove https://passport.hants.gov.uk from
bottom box (highlight and click remove) Close
e Custom Level — check radio dial as follows
o ActiveX Controls & Plugins
o Automatic prompting for ActiveX controls - Enable
o Run ActiveX controls & plug-ins - Enable

Security
tab

— Downloads
o Automatic prompting for file downloads or just File
Downloads in later versions - Enable

Privacy tab | Sites Remove https://passport.hants.gov.uk from the bottom box

Pop-up Blocker — Settings
o Add *.hants.gov.uk

Programs Manage Add-ons

tab o ALL Sun Microsystems, Inc - Enabled
o Toolbars —disable or configure each to allow pop-ups

o Under settings - Scroll to Security padlock and untick Do

Advanced )
not save encrypted pages to disk

tab

Once you have checked the above is set correctly.

Try logging on to remote working again.

© 2013 Hampshire IT, Hampshire County Council Page 15 of 17



https://passport.hants.gov.uk/
https://passport.hants.gov.uk/

If you are still having problems please continue for further advice.........

*Once logged onto Remote working and have the Desktop icons showing -
when clicking on any desktop icon nothing happens.

What should happen is the Hampshire County Council Use Policy window should come up

——

'% Windows Server-200s

Enterprise

If this doesn’t appear

Firstly delete temporary Internet files and try again.

If this doesn’t work, it could be that the prompt is on the Task bar and needs to be made
the active window as its waiting for a prompt...

If the Hampshire County Council Use Policy box does not display —
1. Hover the mouse over the black icon on the task bar (as shown below)

-

=

kdy Computer

3 Windows Logon - \\Remote
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2. click on the Words Windows Logon - \\Remote which will bring up the Hampshire
County Council Use Policy, click on OK and the application will load.

*Message saying Citrix is not installed

1. Remove Citrix from Control Panel — do this from add or remove programs
2. Run Citrix Clean from http://www.hants.gov.uk/passportdownloads/

To access this link you will need to use the ID passport and raise a Heat call to
get the daily password revealed to you by relevant team.
Once you have logged onto the page, Download and run Citrix Clean.

3. Once the Citrix clean is complete, download and install Citrix Receiver from

http://www.citrix.com/downloads/citrix-receiver/receiver-easy-install.html

*Not able to View files saved at school

Replication not working between school server and Hampshire server. Staff here need to
investigate, log call with IT Helpdesk via usual HSS call log form

*Message - cannot connect to the Citrix XENapp service. There is no Citrix
xenapp server configured on the specified address' - people receiving this
message have logged on successfully in the past.

This message is often displayed and clearing temporary Internet files normally resolves
this issue.

If this doesn’t work it means that the Security settings in IE as per table above have not
been checked, and passport.hants.gov.uk is in Trusted Sites, this needs removing.

*Users are being asked to allow Active X control

'3 This site might require the following ActiveX control: ‘Windowes Genuine Advantage’ from ‘Microsoft

arporation's Click
< S RO AT Cortrol.e
What's the Risk?

Please accept any references to run/install ActiveX controls when prompted.

oft.corn Home | SRe Map
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